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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	List out the specific security mechanisms based on X.800 standard.
	L2
	CO1
	[2M]

	2
	Compare cipher feedback mode and output feedback mode.
	L2
	CO2
	[2M]

	3
	Why compression required in PGP?
	L2
	CO3
	[2M]

	4
	Differentiate between tunnel mode and transport mode of IPSec.
	L2
	CO4
	[2M]

	5
	What parameters can be used to identify SSL connection?
	L1
	CO5
	[2M]

	6
	What are the various classes of Intruders?
	L1
	CO6
	[2M]

	7
	Define integrity and non repudiation
	L1
	CO1
	[2M]

	8
	Define digital signature. Which algorithm is used to calculate digital signature?
	L1
	CO3
	[2M]

	9
	What is alert protocol in SSL?
	L1
	CO5
	[2M]

	10
	List the services provided by PGP.
	L2
	CO3
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Determine the security services required to counter various types of Active and Passive attacks
	L3
	CO1
	[5M]

	
	b)
	Explain the operations, requirements, components of Network security model.
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Discuss how the message processed as 1024 bits in block and round function of SHA algorithm?
	L4
	CO2
	[5M]

	
	b)
	Draw the structure of triple DES algorithm and explain.
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Compare and contrast Kerberos version4 and version5
	L4
	CO3
	[5M]

	
	b)
	Given that p=19, q=23, and e=3 by using RSA algorithm determine n, ø (n) and d.
	L3
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Draw and discuss the Architecture of IPSec.
	L2
	CO4
	[5M]

	
	b)
	Explain the concept of combining security associations and key management
	L2
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Draw the Header format of the SSL record protocol and explain the various fields
	L2
	CO5
	[5M]

	
	b)
	Explain the business requirements of SET.
	L2
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Discuss about firewall Characteristics.
	L4
	CO6
	[5M]

	
	b)
	What are the differences between statistical anomaly detection and the rule-based intrusion detection?
	L2
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	What is threat and attack? What is the difference between both? List some examples of attacks which have arisen in real world cases.
	L2
	CO1
	[4M]

	
	b)
	Explain single round function of DES.
	L2
	CO2
	[3M]

	
	c)
	Why does PGP compress the message? What are the reasons for compressing after signature but before encryption?
	L4
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	What is firewall? Explain different types of firewalls with suitable diagrams
	L4
	CO4
	[4M]

	
	b)
	Summarize the web security considerations.
	L2
	CO5
	[3M]

	
	c)
	Examine the limitations and capabilities of firewall.
	L3
	CO6
	[3M]
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